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Complexity of Risk and Compliance Management Processes

Increasing regulatory requirements have resulted in complex risk and compliance management processes

Business and risk management information
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The Integrate approach , the key for success

Non-Integrated Regulatory Compliance Silo approach Non-integrated Assurance

Assurance e
Different laws and regulations determine the risk profile in , it |
isolation Fragmented controls )
Non-integrated control frameworks (silos) i ;
Fragmented controls for different purposes 1
Controls mostly manual, detective and add-on Isolated Business Enterprise Assurance ‘j
Reviewed by a separate risk department, not by management feicprofies processes N

e

TN
i

Time consuming manual processes

-
Reporting mostly manual, supported by Excel w

Integrated Assurance Integrated Assurance
Integrated risk profile
Integration of the different control frameworks
Controls documentation integrated in the system
Efficiency monitored via ‘dashboard reporting’ Business
Management is on top of the business processes processes
Integrated compliance and risk management
Embedded in business operations
Comprehensive mitigation actions monitoring

(o)
Perati

upported by cost effective software solution
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)2 The solution
.
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The Business case: Key Benefits of Risk and Compliance Process Automation
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Intangible Benefits

Improved Gap
Detection and
Mitigation

Reduced

Operating Risk

Improved risk
transparency
due to
convergence

Reduced Risk
of Penalties,
Fines Due to
Noncompliance

Improved
Improved management
Reporting through

automation

Tangible Benefits

Reduced
Compliance
Effort

Reduced Risk
Assessment
Effort

P Automated
Optimized :

; Security and
BLslless Controls

Processes

Monitoring

Consolidation
of risk and
control
frameworks

Promotes a
risk culture
increasing risk
awareness
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Governance, Risk and Compliance Model

/ \ Operational Model covers the ) .
Governance, Organization & embedding of controls and Enterprise Assurance is the
Infrastructure is the structuring and reporting into the organization’s coordinated reporting and
management of oversight structures, business processes monitoring of the controls

roles and responsibilities and
resources, escalation procedures,
and information systems

~
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Risk Profile is the assessment of
exposure areas and potential
impacts

Culture & Behavior is the
embedding of the various aspects
of governance risk and compliance
into the organizational functions

Business Processes are at the core
of the holistic model where
transactions and control activities are
performed

©iSPIRAL2020 The Solution



The Risk and Compliance Management System (CMS)

= The Risk and Compliance Management System (RCMS) software solution is @
specialized system that has been developed based on the experience drawn from our
risk and compliance management professionals and the needs of our clients.

* The solution automates the core steps of a risk and complionce management
process based on the Governance Risk and Compliance Model while implementing a
simple and easy to use approach.

" It can be utilized to automate the Enterprise Risk Management, Information Security
Risk Management (e.g. based on ISO 27001), Business Continuity Risk Management and
any other similar risk management and compliance management processes.

* RCMS is a unified platform that can assist organizations meet their risk and
compliance management objectives.
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The RCMS Application : Key Functionality Concepts

‘ Risk Management ‘ Incident Management

Compliance Management

e Strategic risk assessment
Detailed / process risk assessment

Risk surveying, rating and monitoring, Key
Risk Indicators

Multiple risk profile definition

Incident reporting, registering and
management

Incident valuation and analysis
Link to risk management
Incident impact & actions definition

e Control documentation and evaluation

e Actions / requirements / audit findings
management

e Centralized actions monitoring

Jworkiow il Wethodology Definition

e Task delegation e Support for multiple initiatives and regulations

e Review and approval in parallel
e Custom alerts e Methodology model builder (likelihood,

s impact, risk and control categories, risk levels,
¢ Roles and responsibilities etc)

e Risk, Control, Action libraries

‘ Reports and Analysis

e Methodology overview reports

e Risk assessment reports

e Mitigation actions monitoring reports
e etc

| Unified Actions Management ‘ Environment Definition ‘ Access and Authorization

o Enterprise portal user interface for unified
actions management

Client user interface
User dashboard view
Scheduled and ad hoc alerts

©iSPIRAL2020

e Organizational structure
Functional areas
Functional activities
Assets

Third parties, etc.

e Comprehensive access control
e Role and user authorizations based
e Active directory integration
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The RCMS Application: Key Modules Details

= The module allows users to define the scope of the assessment and develop
the framework to which the scope applies. This includes documenting the relevant value chain or
organizational structure, the associated functional areas, departments, functional activities, business
processes, the associated owners, information systems, products / services, procedures, buildings and
other key assets. This can apply to an organization, a department or a process /[ service.

= The module allows users to dynamically define the approach to be utilized to
perform an assessment and the relationship between impact, likelihood and risk. This module allows for
custom and dynamic definition of impact levels, likelihood levels, multiple risk profiles, risk categories /
subcategories, control categories [ subcategories, risk library, dynamic risk level definition, etc.

= The covers the Strategic Risk Assessment and the Detailed Risk Assessment
functionality. The Strategic Risk Assessment addresses the organization at the strategic level and
applies a top down approach to set the strategic risk focus of the organization. In turn it generates a
strategic approach in performing more detailed risk management activities. This determines which
areas (functional activities, departments, processes, etc) the Detailed Risk Assessment will address. The
Detailed Risk Assessment constructs and executes an appropriate risk-library-driven assessment for
the environment under consideration, if required, to initiate and facilitate the assessment. The
application is a dynamic platform that can also be used to facilitate a Self Assessment process by
adding risk entries at any time. The triggers can be documented and developed into specific risks that
can be used in the future to facilitate a structured assessment process. Furthermore, the specific
controls that exist are documented and the mitigation actions and their status and implementation
plan are identified, documented and monitored.
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The RCMS Application: Key Modules Details

= The module allows users to register and list all compliance
requirements either due to a regulation or due to an audit or other source, by each source (e.g.
internal audit, security requirements, third party audit, pci audit, pen test, etcss of interest to the
organization. The module allows users to create a source (e.g. qudit by an external entity — such
as PCI, Internal Audit or a regulatory compliance requirement) and then add the compliance
requirements | findings that need to be managed, followed up etc. Each requirement is
registered and the defined actions associated to the fulfilment of the requirement [ finding are
registered and linked. The actions can be monitored also via the unified Actions Monitoring
module. Requirements and findings are able to be linked to identified risks registered via the Risk
Management module.

= The module allows users to register, analyze and manage identified
incidents [ events. Captured data includes the discovery date, occurrence date, identified by |
title (brief description of event), description (more extensive description of event), event type, the
department/business line to which the event relates, the cause of the event, mitigation actions
set [ taken by the organization to manage and mitigate the event, recovery status, near miss,
financial impact amount, recovery amount, insurance amount, net loss amount post recovery
and insurance cover, etc. The mitigation actions can be monitored also via the unified Actions
Monitoring module.
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The RCMS Application: Key Modules Details

= The module includes all actions to be monitored form the Risk
Management, Compliance Management and Incident Management modules. This includes the
functionality that gives the option to assign and follow up tasks related to risk [ incidents and
findings with automated email notifications sent to employees and their supervisors for pending
and overdue observations and chronological history of the responses received, so as to track
actions. In addition a web based interface can be provided as an optional item to serve all users
that require only access to the actions monitoring functionality to manage and edit actions
relevant to each user.

= The Is used to produce and present the results from the completed
assessments and the status of ongoing activities (eg mitigation actions completion level). The
results are suitable for interpretation by both technical and non-technical management and are
in the form of a professional business document. As an example, a number of reports are
provided including, but not limited to:

= Overview of the environment under assessment;

= Asset information report;

Overview of the methodology parameters followed;
Comprehensive risk assessment report;

Risk matrices;

Risk dashboards; and

- Mitigation action reports.
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The integrated

)3 functionality
N
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The RCMS Core Components

Risk Compliance
Management Management

wa | e

Organizational Common Data
Structure and Methodology

Incident Unified
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The RCMS Functionality Modules

&)

Reporting &
Analysis

Unified
Monitoring

L)

Methodology
Definition

Organizational
Structure &
Environment
Definition

O

Compliance
Management

Risk
Management

©

Incident

Managem en

\Q/ Maintenance (Universe Definition)
\Q/ Risk & Compliance Functionality Modules

. Access, Authorization & Collaboration

The Organizational Structure,

Environment Definition, Methodology
Definition modules must be configured
prior to rolling out the solution
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The Series of Events

DEFINE UNIVERSE & CONFIGURE EXECUTE
ROLES METHODOLOGY
"Roles & === =Categories & Types = Strategic Assessment
Authorizations =Levels = Criticality Assessment
=Ratings *Risk Assessment
= o = Risk Matrix RCMS » Compliance Management
== == == »Organizational = Other Parameters »Incident Management
Structure = Unified Monitoring
i = Reporting
»Template Libraries
= Assets
*Third Parties
"Etc

(1)
Methodology
Definition
(6) (2)

Reporting & Risk
Analysis ELET

(5)
Unified .
Monitoring Incident

Management

Continuous cycle

{ Compliance )
Management
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Organizational Structure & Environment definition

Hierarchy Level 2

Hierarchy Level 1

Functional Area

(e.g. Retail Loans)

Goals

Owner(s)

Teams

Assets

Third Parties

Products / Services

Buildings
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Methodology Definition

(1)
Methodology
Definition

Template Libraries

Methodology
Parameters

— Likelihood —I—) Risk Matrix Profile

I e
— Risk Levels
— KRI Cycle Strategic Prioritization Library p s

ey Criticality Levels Criticality Library <€—
Categories &
Types

mmmmxa Criticality Categories KRI Library P

Risk Assessment Library — a3

Mitigation Actions Library  yogms

mmmmwa Mitigation Actions

mmmmmg Risk Categories gmg Risk Subcategories

a2 Control Categories gmcg Control Subcategories
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Risk Management Cycle

Align risk approach to
organization’s structure

Define risk assessment
model

/

® Update risk exposure

= * Monitor Key Risk Indicators
daa A (KRI)

S D * Capture Incidents and Define risk relevant
= Losses business activities
Risk i Risk
\ : 3 Identify risks and g o |z e e
Monitor dentify opportunities B - -
Risk categorization - = :.'f: -
Key Risk Indicators el B
=R
N
| Mitigate L Analyze
N
Impact analysis \
S—— Likelihood analysis :
i | i | " * Preventive and corrective i
— ctons Event type analysis
— * Assessed residual risk ® Risklevels / profiles
i Lo o | * Track Mitigation actions " Heatmap
i 0 Status * Control analysis
Nagligitia ;L%'}.‘il':.‘.. L :w"’"w":;;‘““‘ K y / T
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Risk Management — Series of Events

(2)

Strategic Prioritization Risk

Management

Functional Areas /
mma Functional Activities -
Selection (Per Activity)

Risk Assessment

Criticality Assessment

Incident
(Incident Management)

v

Inherent Risk Rating

Compliance Requirement

Assets

(Compliance Management) Current Risk Rating

Third Parties Mitigation Actions

Products / Services Residual Risk Rating

Buildings

KRIs

Existing Controls
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Incident Management

Functional Areas / Incident
Functional Activities Incident : R\ Management 4
Selection

! !

Event Type Mitigation Actions Risk

(Risk Management)

Causes
Financial Impact

Other Parameters
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Compliance Management

(4)

Functional Areas / Compliance 4

. N : : N\ Management /
Functional Activities g Compliance Requirement :

Selection : '

Causes

Compliance Obligation

Mitigation Actions

Internal Rating

Execution Frequency

External Rating

Description

Recommendation

Reference

Risk
(Risk Management)

Other Parameters
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Strategic Prioritization

Criticality Assessment

Use of Template Libraries

Strategic
Prioritization
Library

Criticality Library 3y

-~
oy

ll  Risk Assessment .
Library

Mitigation Actions
Library

Incident Management

& Compliance Management

Template Libraries
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Unified Monitoring

Functional Areas / ©)
Functional MUn_i:ieg
Activities Selection onitoring

Risk

Sk SRR L Mitigation Actions

Compliance Compliance Compliance
Management Requirement Mitigation Actions

Incident . Incident Mitigation
Incident :
Management Actions

Unified Mitigation

Action Monitoring
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Reporting Analysis

©

Methodology

: ’ Definition :
Reporting & Risk
Analysis Management

Org anizational’--...
Structure &

Environment '
Definition @
Incident

@ Managemen

Compliance
T\ Managemen

Unified
Monitoring

N

(8)

. Reporting &
Analysis

Predefined Reports

Custom Reports

Ad-Hoc Reports
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Example Project
Plan

)3.
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Phases and Activities (Note: Example does not include advisory services)

Phases Activities (estimated elapsed period)

m Kickoff meeting
m System installation (2 days)
m Gathering of data parameters required (1 week)
= Loading of data in system database (3 days)

= Review of data parameters and approval (2 days)
= Integration (2 days)
Configuration = Key Users set up (1 day)
of Solution = Configuration of Organizational Structure (2 days)
= Configuration of methodology (3 days)
= Review of set up and approval (2 days)

u Key user training session (1 day)

Post = Standard support and maintenance
= Advisory support (optional)

Implementation
Support
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Visit our website to check out
our Compliance Solutions

CHRISTOS TTINIOZOU
MANAGING DIRECTOR

Phone: +35799648913
Email: cttiniozou(@i-spiral.com
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